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UNIT S - SECURING ASSETS; HUMAN & PROPERTY

READING HOMEWORK:
Proactive Security Administration, Chapter 4: Securing Assets—Humans and Property,
pp. 76102

IN-CLASS QUIZ: (Prep)
This quiz will count towards your final grade. You must be able to define the following terms:
A. Biosafety

B. Capps II

C. Central monitoring

D. Clery Act

E. Layering

F. Perimeter

G. RFID

H. Shrinkage

I. TSA

J.  Accuracy

K. Authenticity

L. Availability

M. Biometric

N. Confidentiality

0. Countermeasure

Instructor Dale Gustafson, Monday Afternoon, 1:00 — 4:30 PM Lab 5
Confidential Page 1 10/16/2007




|'|“|' Techrlical IﬂStit“t'E ITT Essentials Of Security CJ 261

P. Encryption

Q. Firewall

R. Logic Bomb

S. Spyware

T. Trojan Horse

U. Virus

V. Worm

W. Steganography

X. Local Area Network

Y. Virtual Private Network

CLASS LECTURE:
I. Perimeter security

A. Theory of the “Keep”
1.
B. The Pyramids
1.
C. Perimeter Access Control (Page 76)
1.
2.

3.
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4.

5.

D. Rules must be enforced

E. Should Personnel be armed? (Page 80) (Fig 2-2 Page 27)
1.

2.

II. Contract vs. Proprietary Agencies
A. Contract — A Professional Security Company
1. Benefits
a)
b)
B. Proprietary — In-House Security
1. Benefits
a)
2. California Special Rules: All Proprietary Security Guards must obtain State

Certification and complete 40 hours of training annually.

II1. Security planning by environmental design and crime prevention (Page 80)

A. Incorporating Security into the Design
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1. Building Design
a) Landscape
b) Lighting
c) Structure
d) Alarms
e) CCTV
2. Computer Assisted Controls
a) Inventory Control
b) Access Control

c) Tracking & Records

IV. Security service of special populations and situations (Page 87)

A. Workplace Violence
1. High Risk Workplaces
a) Bank
b) Convenience Store
c) Jewelry Store
2. Violent Employees
a) On-Job Conflicts
b) Domestic Conflicts
B. Fire Safety

1. Building Code Enforcement
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2. Fire Department Inspections

3. Identify “High Risk” Materials
4. On-Site Fire Equipment and Employee Training
C. Malls & Other Retail Areas
1. Parking Areas
2. Common & Private Areas
3. Gangs & Youth Activity
4. Robbery, Theft & Frauds
D. Recreational Security
1. Events
a) Rose Parade
b) L.A. Marathon
2. Theme Parks
a) Magic Mountain
b) Disneyland
3. Sporting Events
a) Lakers
(1) Surrounding area — Riot Control
b) Dodgers
(1) Surrounding area — Traffic Control
4. Hotels

a) Conventions & Tourists
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5. Gaming

a) Anti Fraud

IN-CLASS EXERCISE

What does the term “perimeter security” mean to you? There is a need for organizations
to strike a balance among the competing requirements for access, control, and customer
service. Using our standard classifications of perimeter access control, assign one to each
of the following situations or individuals... (Page 78)

* Restricted

* Controlled

* Limited

* Moderate

 Unlimited

1. Customer access to a Mervin’s Department store:

2. Employee access to a Mervin’s Department store:

3. Access to a Nuclear Power Plant:

4. Employee Access to a Defense Manufacturing Facility:

5. Access to a College Campus:

VIDEO
I Detective: Terror Tactics
I Detective: Kidnapped
IN CLASS QUIZ
Be sure to put your name in the upper right corner and use a black pen...
HOMEWORK
READING
Proactive Security Administration, Chapter 5: Securing Assets— Information and
Intellectual Property, pp. 105-122
WRITTEN ASSIGNMENT: UNIT 5-1

Title: Perimeter Security
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Introduction:
You are a security consultant. You have been hired to ensure security for the
convenience store in your neighborhood.

Tasks:

The peak period for convenience store robberies is between 9 PM and 11 PM. As
a security professional, what ideas can you implement to deal with the risk of a
robbery? Try to make your suggestions as innovative (yet practicable) as
possible. Provide at least three viable ideas.
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